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HPE is pleased to announce the General Availability of Release 1.1 of XYGATE Aegis Scan (XAS) for HPE Nonstop
Software. XAS enables customers to scan their HPE Nonstop software for Common Vulnerabilities and
Exposures (CVEs), determine remediation measures, and undertake the necessary steps to address them in
their HPE Nonstop environment. The report generated from XAS can be imported into customer security
management systems such as Qualys Enterprise TruRisk™ Platform or the ones which accept open formats
such as XML, JSON, and CSV.

Regular scanning of IT systems is an industry standard security practice and is a requirement for several
security compliance standards such as PCI DSS 4.0.1. With XAS, customers will have the ability to perform this
critical task, comply with requirements, and demonstrate compliance to their auditors.

The following new features have been introduced in this release:

e Standalone application on Windows or Linux to scan one or more Nonstop systems: Run XAS on supported
Windows or Linux systems to scan remote Nonstop environments. This simplifies deployment and eliminates the
need to install XAS on HPE Nonstop systems. Provides flexibility to access CVE data from hpe.com from off-
platform servers and continue to have stricter network controls for HPE Nonstop.

e Unified Cross-Platform Installer: Provides a unified installation experience across HPE Nonstop, Windows, and
Linux, with a simplified setup and stronger credential protection. This makes deployment faster, easier, and more
secure.

e Automatic Product Discovery: Automatically discovers installed HPE-provided Nonstop products, improving
inventory accuracy and ensuring that vulnerability assessments reflect the software actually installed in the
environment. Eliminates the need to manually update the software inventory for products that are not installed
through DSM/SCM.

e Automatically Download CVE Files from HPE.COM: Automatically keeps the HPE CVE catalog up to date,
eliminating manual downloads and ensuring customers scan against the latest vulnerability information. Enables
near real-time synchronization of CVE data.

e Automated Integration with Qualys Enterprise TruRisk™ Platform: Integrates XAS with Qualys, allowing HPE
Nonstop vulnerability findings to flow directly into existing security operations and providing a more centralized
view of security risks. Eliminates the need to manually ingest the CVE info into Qualys.

o Improved User Experience: Enhances the command-line experience through simpler configuration, more
flexible system management, and a more consistent user interface.

A demo of the new capabilities introduced in this release is available here along with the datasheet (please
send access request).

For more information, please refer to the XYGATE Aegis Scan Reference Manual available at
www.hpe.com/info/nonstop-ldocs.

Ordering Information

XAS is an Independent Product and is available through the standard delivery methods for HPE Nonstop
software. The SKU is as below:


https://hpe.sharepoint.com/:f:/r/teams/Virtualized-NonStop/Shared%20Documents/For%20field%20sales%20(internal%20only)/XYGATE%20Aegis%20Scan?d=w8ff1363da9344be1b7ea9bcfb5d450ab&csf=1&web=1&e=ky0T4H
http://www.hpe.com/info/nonstop-ldocs

SKU Product Name Supported Platform
BE238AC XYGATE Aegis Scan for HPE Nonstop Software HPE Nonstop L-series

Installation and deployment service is highly recommended for this product. It is delivered through a
Statement of Work (SoW) to include the scope of deliverables, including product installation, deployment, and
other services that may be relevant to the customer’s environment, such as software patching and integration
into an enterprise-wide Vulnerability Management solution.

Regards,

Prashanth



