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Overview

Many organizations struggle to provide users with timely appropriate access to critical business
applications and IT systems—a fundamental requirement for operational efficiency and security.
Existing access request and management processes are often manual, outdated, and
disconnected from core business initiatives. Governance is frequently an afterthought, leaving
enterprises exposed to unnecessary risk and potential non-compliance with internal policies and
external regulations.

Secure Account Management for HPE Nonstop

XYGATE Identity Connector (XIC) for SailPoint enables seamless integration between HPE
Nonstop systems and your enterprise Identity & Access Management (IAM) solution. It allows
SailPoint IdentitylQ to centrally govern, provision, and reconcile Nonstop user accounts alongside
all other enterprise systems. Without centralized identity management, onboarding and
offboarding becomes a manual, time-consuming process that increases security exposure. XIC
streamlines and secures Nonstop access from a single, authoritative platform—enabling
consistent governance and reduced risk across the user lifecycle.
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Key Features Key Benefits
SCIM 2.0 Protocol Support Centralized control of Nonstop
Full account lifecycle actions identities via SailPoint
(Add/Delete/Disable/Enable/Update) Rapid detection of entitlement
Lightweight microservice issues and access risk
deployment Automated provisioning and
Encrypted HTTPS/TLS deprovisioning
communication Enforced compliance with policies
Audit and activity logging and regulations
Native integration with the XYGATE SailPoint-certified integration for
Security suite proven compatibility
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Centralized Identity
Management

SailPoint-Certified Integration

XIC enables seamless provisioning of HPE
Nonstop systems during onboarding through
its certified integration with SailPoint. This
centralized approach eliminates the need to
manage Nonstop separately, simplifying
identity management across the entire
enterprise and ensuring consistent access
control policies.

Account Management

With XIC, administrators can perform full
account lifecycle operations—such as create,
delete, read, search, and enable/disable—
directly from SailPoint. The solution fully
supports HPE Nonstop user attributes,
ensuring consistent identity governance and
control across all enterprise systems.

Instant Access Control

XIC allows administrators to instantly enable
(thaw) or disable (freeze) HPE Nonstop user
accounts directly from SailPoint. Access can
be granted or revoked with a single click,
supporting just-in-time provisioning and
rapid response for emergency access
revocation.
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Easiest Deployment
Integration

Easy Deployment

XIC is a lightweight microservice that deploys
in minutes with minimal setup. The
configuration is simple; XML files can be used
without complex platform dependencies. It
runs seamlessly on HPE Nonstop, Linux, or
Windows via JVM.

Secure Communication

XIC uses HTTPS, JSON, and SSL/TLS protocols
to ensure secure, standards-based
interaction. It is fully compliant with SCIM 2.0
for identity data exchange, enabling
encrypted communication through
enterprise identity platforms.

Auditing & SIEM Integration

XIC logs all access requests, capturing who
performed each action, when and where it
occurred. Audit data integrates seamlessly
with XYGATE Merged Audit and enterprise
SIEM tools, enabling complete audit trails and
streamlined compliance reporting.

Provision & Deprovision

User provisioning is fully managed within
SailPoint, with Nonstop-specific attributes
configurable and passed seamlessly through
XIC. This eliminates manual, error-prone
account setup, ensuring consistent and
efficient identity lifecycle management.
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